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According to an August 22, 2008 decision from the Northern District of California, you 
better have more than emotional distress if you want to come after the government for 
violating your privacy.1
 
Factual Background 
 
In the case, Cooper v. Federal Aviation Association, et. al., Chief Judge Vaughn Walker 
was faced with allegations of improper disclosures of medical information between 
federal agencies and from those federal agencies to the public.  Stanmore Cooper, the 
plaintiff, was a licensed pilot when he was first exposed to AIDS/HIV.  He stopped 
renewing his Airman Medical Certificate following his exposure, and he learned several 
years later that he was indeed HIV-positive.2
 
As Cooper became increasingly ill, he applied for and received Social Security 
Administration disability benefits.  When his health improved, he discontinued these 
benefits and, several years later, applied for a new airman medical certificate.  In his 
application, he failed to disclose his HIV status and the related medications he was 
taking.  His certificate was renewed several times; in none of his renewal applications did 
he disclose his HIV status or medication history.3
 
The above-referenced information on Cooper came to light during a joint investigation of 
the Department of Transportation Office of Inspector General (DOT-OIG) and the Social 
Security Administration Office of Inspector General (SSA-OIG) started in 2002 to 
identify pilots who had used different doctors – one to certify fitness to fly and another to 
certify disability for SSA benefits.  The investigators cross-checked pilots’ social security 
numbers with those of SSA disability income and supplemental security income 
beneficiaries in the Northern California area.4
 
The SSA-OIG and DOT-OIG discussed the possible Privacy Act implications but 
determined that DOT routine use exceptions would allow the disclosures and that 
following certain protocols would allow SSA disclosures.5
 
In 2003 and 2004, spreadsheets containing names, social security numbers, dates of birth, 
and gender of pilots were sent by the DOT-OIG to the SSA-OIG, which in turn provided 
comparison spreadsheets listing the information for pilots who appeared on the SSA 
disability lists.  The spreadsheets were then reviewed and people flagged for further 
investigation.  One such person was Cooper.  His medical records were shared with the 
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DOT-OIG and SSA-OIG by their own agencies and jointly reviewed.  Upon further 
review, Federal Aviation Administration flight surgeons confirmed for DOT-OIG and 
SSA-OIG agents that they would not have approved an unrestricted medical certificate 
for Cooper starting in 2000 had they known of his HIV status.6
 
Cooper’s pilot certificate was revoked, and he was interviewed by DOT-OIG agents.  
During the interview, Cooper admitted that he had intentionally failed to disclose his HIV 
status in his 2000, 2002, and 2004 applications. Cooper was indicted on three counts of 
making false statements to a government agency and pleaded guilty to one count of 
making and delivering a false official writing.7  
 
Privacy Act Lawsuit 
 
Cooper then sued the Federal Aviation Administration, Social Security Administration, 
and United States Department of Transportation, alleging violations of the Privacy Act.  
On August 22 ,2008, the Court released its opinion on Cooper’s motion for partial 
summary judgment and defendants’ motion for summary judgment.8
 
After reviewing the standard for summary judgment, the Court reviewed the Privacy Act, 
noting that the Act generally prohibits sharing of records to another person or agency 
without a written request by the individual to whom the record pertains or the person’s 
consent.  Exceptions do exist, including one for a routine use or a use “compatible with 
the purpose for which it was collected”.9
 
Even for routine uses, some notice is required.  The agency must publish the routine uses 
in the Federal Register and include disclosures of the routine uses on the form the 
individual must complete.10

 
In order to successfully bring a cause of action under the Privacy Act, the plaintiff must 
show that the disclosures violated the Privacy Act, that the disclosures were intentional or 
willful, and that he suffered both an adverse effect and actual damages from the 
disclosure.11  It is the actual damages requirement that prohibited Cooper from winning 
his motion. 
 
The Court first looked at the other elements, though, and noted that the disclosures 
admitted to by the agencies were clearly violations of the Privacy Act unless an exception 
applied.  The Court then rejected the DOT-OIG’s reliance on the routine use exception as 
the uses at issue were not listed in the Federal Register by either agency nor were they 
listed on any form provided to Cooper.  Disclosure of names would have been covered by 
the routine use exception or disclosure when the records indicated a potential violation of 
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the law, but not the use of social security numbers and not in order to discover potential 
violations.12

 
The SSA-OIG successfully showed that the use fell under its routine use exceptions, but 
it failed to provide the proper notice to Cooper.13

 
Having established that the disclosures violated the Privacy Act, the Court then turned to 
the willfulness of the disclosures.  The Court found a triable issue of face for this element 
as the DOT-OIG disclosures were far outside the scope of its routine use exceptions.14

 
The Court then determined that the previously discussed elements were not dispositive as 
Cooper failed to show actual damages. Cooper argued that he suffered mental distress 
from the disclosures which was heightened by the disclosure of his HIV status in the 
public announcement of his indictment that was covered in the press.  He provided his 
own declaration as well as those of a psychiatrist and three of his friends.  He did not 
seek professional counseling or medications to cope with his distress nor did he show any 
pecuniary damages.15

 
The Court held that emotional distress is sufficient for standing and to show adverse 
effect but not to support an actual damages claim.  It noted that the Ninth Circuit had 
found the term facially ambiguous and that several other circuits had looked at the 
meaning of actual damages in the Privacy Act context and had reached diverse findings.  
The Court then looks at the issue from the point of sovereign immunity, finding that the 
definition of actual damages must be strict and in favor of the sovereign in order to limit 
scope of the immunity waiver made by Congress only to what is required by the 
language.  Given this determination, a definition of actual damages that requires a 
showing of pecuniary losses must be used by the courts and therefore Cooper’s action 
failed and defendants’ summary judgment motion was granted.16

 
Cooper’s attorneys announced that they intended to appeal “expressing outrage that the 
court could find a clear statutory violation but no remedy.”17

 
Analysis
 
While privacy protections can be justified in terms of fears that information will be used 
inappropriately by employers and lenders, the main reason people want their privacy 
protected is simply because some things should be private.  We all want to avoid 
embarrassment and the feeling of over-disclosure among friends, family, neighbors, and 
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others that result when private, sensitive information about ourselves is shared by 
someone else.  The main damage from privacy violations is emotional distress, and it is 
fear of this distress that keeps people from trusting their doctors and other healthcare 
providers with complete histories and prevents more people from embracing electronic 
medical records which may more easily be spread and/or published inappropriately. 
 
According to the Cooper court, however, this emotional distress may be damaging, but it 
is insufficient to recover from the government for privacy violations.  The government 
can violate the Privacy Act all they want with no consequences unless you are hurt badly 
enough that you need medical care that you must pay for or otherwise lose money 
because of the disclosure. 
 
Certainly the court’s reasoning regarding limiting the waiver of sovereign immunity has 
some validity, but in determining that recoverable damages for Privacy Act violations 
must be pecuniary the court place more importance on sovereign immunity than on the 
purpose of the Privacy Act.  The decision in effect devalues the Privacy Act by letting 
governmental agencies that fail to prevent unauthorized disclosures off the hook.  Given 
the need in our globalized society for the government to have access to good public 
health data and the growth of health information technology, people need to feel safe 
providing information to health care providers and the government.  Knowing that there 
are no – or at least very limited – remedies available should a disclosure occur will not 
help people’s confidence in sharing private information.  Additionally, the purpose of the 
investigation was to ensure that pilots were sharing accurate medical information with the 
DOT as well as to the SSA when applicable.  Knowing as they do now that any health 
information provided to the SSA or DOT can be shared with little practical consequence 
to the agencies involved will not encourage pilots to be more open and honest in their 
medical history disclosures. 
 
While the decision keeps sovereign immunity intact, it does so at the expense of health 
privacy and of consumer confidence in providing health information to the government.  I 
sincerely hope that is not what Congress intended by putting the words “actual damages” 
in the Privacy Act. If it was, perhaps the act was misnamed.   
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